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Privacy risks when using mobile devices in health care

Matthew Bromwich MD, Rebecca Bromwich LLM PhD

se of mobile devices has offered physi-

cians new ways to conduct professional

communication, easier access to deci-
sion support and expedited, efficient specialist
consultation. However, risks associated with the
use of smart phones to produce and store med-
ical images include privacy breaches, insecure
data storage and physician or institution liability
for failure to obtain patient consent. Consumer
mobile apps for photo documentation do not
meet standards of care reasonably expected to
ensure patient privacy and the secure storage of
medical documentation. Two lawsuits currently
proceeding through the Canadian courts address
privacy breaches in health care.

The Supreme Court of Canada, in Mclnerney
v. MacDonald, characterized individuals’ med-
ical records as private, sensitive and personal
(Appendix 1, available at www.cmaj.ca/lookup/
suppl/doi:10.1503/cmaj.160026/-/DC1). Many
institutions now opt for a bring-your-own-device
(BYOD) approach,! which limits options for
implementing security measures. What are the
risks when physicians use their own devices
(e.g., to capture an image or video material) in
the health care setting?

It might be considered that implicit patient
consent could be fairly assumed when patient
data, including traditionally acquired photos, are
collected in the course of providing clinical care.
However, explicit consent is required for the
purposes of education, research and publication;
therefore, it is advisable to obtain consent at the
time of capture and store this consent with any
images taken, especially when using a mobile
platform that may pose special privacy concerns.

Potential for security breaches if electronic
mobile devices are hacked, lost or stolen means
that recording, storing and sharing patient infor-
mation or images on such devices is risky.2
Dropbox, iCloud, Facebook, Google Plus and
Instagram are among an expanding group of
apps programmed with the capability to auto-
matically access documents and images stored
on mobile devices. Images can be easily, even
inadvertently, shared widely on social networks,
or backed up on nonsecure systems. Data can
become public quite easily without sufficient
safeguards.

What are the standards for privacy? Provincial
and territorial legislation across Canada governs
the privacy of medical records. For example,
according to the Medicine Act of Ontario, any
materials, including photos, used for the purposes
of clinical care or decision-making are consid-
ered part of the medical record. Similar laws
apply in other provinces and territories. Patient
data should be labelled, logged and secured. Fail-
ing to protect the privacy of medical records can
lead to disciplinary, regulatory and criminal pen-
alties. For example, breach in privacy of personal
health information is defined in Ontario as an
“impermissible use” or “disclosure” under the
privacy rule that compromises the security or pri-
vacy of the protected health information.

Guidance from regulators and hospitals
regarding mobile devices is evolving. Each of
the Canadian Medical Protective Association,>*
the College of Physicians and Surgeons of
Ontario,’ the Canadian Medical Association,® the
Information and Privacy Commissioner of
Ontario’ provide guidance about managing risks
associated with privacy and social media but say
little about the implications of mobile medical
devices in delivering clinical care.

Privacy Commissioners do provide some guid-
ance on what to do in event of a breach. For exam-
ple, in Ontario, guidance from the Information and
Privacy Commissioner calls for immediate imple-
mentation of a breach protocol; containment and
evaluation of the scope of the breach; notification
of the individuals affected; and subsequent investi-
gation and remediation.” The Privacy Commis-
sioner of Canada and the Information and Privacy
Commissioners of British Columbia and Alberta
released a joint document providing guidance on
BYOD programs.® The document focuses on key
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consent.

further risk.

e The use of clinical photographs, taken with mobile devices, is changing
health care for the better, but these images require special storage and

e The breach of a provider’s duty to ensure confidentiality of data stored
on a mobile device can give rise to statutory and civil liability.

e The legal landscape continues to evolve as more common law and
statutory causes of action are developed, exposing physicians to
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privacy and security risks that should be consid-
ered when making decisions regarding such a pro-
gram, including whether it is appropriate for an
organization to implement one. They further pro-
vide a step-by-step methodology for the imple-
mentation of a BYOD program and specifically
address pilot programs, training, security and man-
agement processes.

Health care providers and institutions risk
civil liability if patient data stored on mobile
devices are not handled securely. Legal suits are
establishing new privacy torts (wrongful acts
that result in injury to person, property or reputa-
tion and for which the injured party is entitled to
compensation) related to privacy and autonomy.

For example, the tort of “intrusion on seclu-
sion” is one mechanism of civil liability. The
cause of a case in which unauthorized access to
banking records gave rise to liability for intru-
sion on seclusion is now being applied to elec-
tronic medical records in two pending class
action cases (Hynes v. Western Regional Inte-
grated Health Authority, and Hopkins v. Kay),
wherein scores of plaintiffs are seeking millions
of dollars in compensation (Appendix 1). Hospi-
tals, institutions and physicians risk liability.
Further, in Doe 464533 v. N.D., civil liability for
privacy breach was found where an intimate
photograph intended for private viewing was
publicly disclosed. In addition to intrusion upon
seclusion, health care providers storing patient
data on mobile devices may risk civil liability for
breaches of confidence and privacy.

Further, statutory causes of action are being
created to address privacy of electronic records
and images. For instance, Manitoba has recently
enacted legislation creating the tort of “non-
consensual distribution of intimate images.” The
province’s Intimate Image Protection Act came
into force in 2016. Although no other Canadian
jurisdiction has similar legislation yet, such laws
may be coming.

Mobile devices are revolutionizing the prac-
tice of medicine, but there are substantial risks in
terms of data and image privacy. Legislation, the
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common law, regulations and policy guidance
are striving to keep pace. It is incumbent upon
health care providers together to study how mo-
bile technologies are used and find ways to man-
age these resources to ensure that benefits are
maximized and risks to patients’ privacy and to
physicians are mitigated.
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